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Hong Kong's mass protest is networked. Activists are relying on a free app that can send  
messages without any cellphone connection.

Since the pro-democracy protests turned ugly over the weekend, many worry that the Chinese 
government would block local phone networks.

In response, activists have turned to the FireChat app to send supportive messages and share the latest 
news. On Sunday alone, the app was downloaded more than 100,000 times in Hong Kong, its 
developers said. FireChat relies on "mesh networking", a technique that allows data to zip directly from
one phone to another via Wi-Fi or Bluetooth. Ordinarily, if two people want to communicate this way, 
they need to be fairly close together. But as more people join in, the network grows and messages can 
travel further.

Mesh networks can be useful for people who are caught in natural disasters or, like those in Hong 
Kong, protesting under tricky conditions. FireChat came in handy for protesters in Taiwan and Iraq this
year.

But they also come with risks. Hans-Christoph Steiner at The Guardian Project, which helps activists 
circumvent censorship, warns that Firechat has no built-in encryption, so messages can be read by 
anyone within range. "This is not nearly as bad as one central authority being able to read all the 
messages. Nevertheless, it is something that at-risk users need to be aware of," he says. FireChat has 
said it aims to add encryption in the future.

Bluetooth communications come with an identifier called a MAC address, which could also be used to 
track down protest ringleaders. "They can be singled out for arrest or questioning, their social network 
can be looked at to try to find the people who have the capability to disrupt whatever is going on," says 
Steven Murdoch of the University of Cambridge. "Giving good security in mesh networks is still an 
area of research."

http://www.newscientist.com/article/dn26285-hong-kong-protesters-use-a-mesh-network-to-organise.html?cmpid=RSS%7CNSNS%7C2012-GLOBAL%7Conline-news#.VCsgS4eMnIE
http://www.cl.cam.ac.uk/~sjm217/
http://www.newscientist.com/article/The%20Guardian%20Project
http://www.newscientist.com/article/mg22229653.700-when-the-internet-dies-meet-the-meshnet-that-survives.html
http://www.newscientist.com/article/mg21929294.500-meshnet-activists-rebuilding-the-internet-from-scratch.html


Chinese authorities could also use radio jamming to shut down mesh networks in a local area, or 
prevent more people from joining by cutting off access to app stores. "There are much more aggressive 
actions the authorities in Hong Kong could be taking," says Murdoch. "It's good that they are not doing 
that, but there is the risk that things could get worse."
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FBI informer "engaged in immediate conversations"
with the White House
Would-be coke dealer and government informant Al
Sharpton may help the federal government pick Eric
Holder’s successor.
Sharpton’s National Action Network is “engaged in
immediate conversations” with the White House,” the
organization recently announced.

“The resignation of Attorney General Eric Holder is met
with both pride and disappointment by the Civil Rights
community,” he said. “We are proud that he has been
the best Attorney General on Civil Rights in U.S.
history and disappointed because he leaves at a critical
time when we need his continued diligence most,”
according to Business Insider.

As Infowars.com’s Mikael Thalen reported when it was
announced Holder would step down, the AG’s record of
abuse is long and sordid. The list includes Fast and
Furious, allowing banks to get off the hook for money
laundering, and attacking journalists and government
whistleblowers.

Sharpton has his own checkered past. In April we
reported the Rev. “was ‘flipped’ by FBI agents three
months after he was filmed in March 1983 (during a bureau sting) talking cocaine with an undercover 
agent,” The Smoking Gun reported.

“Sharpton was confronted by FBI agents who showed him the ‘cocaine’ videotape. The panicked 
reverend agreed – on the spot – to cooperate with federal agents, according to sources familiar with the 
contents of Sharpton’s FBI informant file.”

He went on to rat out boxing promoter Don King and later wore a wire to record conversations with 
Mafia boss Joseph “Joe Bana” Buonanno.
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